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The discovery of natural gas in the eastern basin of the Mediterranean Sea 

is good news for Israel. The gas is expected to satisfy Israel’s energy needs 
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tax revenues. It is therefore generally said that the infrastructure for drilling 

natural gas and transporting it to Israel’s shores, mainly drilling platforms, 

constitutes a strategic asset for Israel.

Joining the opportunities created by the discovery of gas deposits at sea 
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risks to the drilling platforms. These platforms are located mid-sea, far from 

Israel’s coasts (some over 100 kilometers), and are liable to become a target 

for terrorist attacks. Beyond the loss of human life (the platforms are manned 

by dozens of workers), such an attack may have serious consequences for the 

state. In economic terms, for example, rebuilding a damaged platform can 

cost hundreds of millions of dollars.1 An interruption in gas pumping until 

the infrastructure is rebuilt also incurs a heavy economic loss. Moreover, 

an attack of this sort may likewise have harsh strategic consequences: it is 

capable of having a severe impact on the supply of energy to Israel, given 

the reliance on natural gas for energy production that is expected to increase 

with time.
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The challenges Israel faces in protecting the platforms are not only a 

function of the platforms’ distance from Israel’s shores. They also result from 

the fact that the platforms are located in a region where Israel’s authority 

under international law is limited – mostly restricted to the right to exploit 

natural resources. This is not the same sovereignty that Israel enjoys over its 
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cannot be restricted, ships passing through the area cannot be required to 
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to Israel’s security forces, particularly in scenarios in which there is a general 

threat to the platforms but no previous intelligence exists concerning the 
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There is an extensive variety of threats to the platforms, among them, 

shore-to-sea missiles, unmanned aerial vehicles, and undersea sabotage 

operations.2 In addition to the drilling platforms themselves, there are also 

threats to the accompanying infrastructure, such as undersea pipes, auxiliary 

vessels, and more.3 The analysis that follows focuses on the threat to drilling 

platforms from hostile vessels, but the principles that it outlines are relevant 

to dealing with a broad range of threats.

This article assesses the authority under international law for protecting 
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the question of authority. It then analyzes the legal tools available to Israel 
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not based on concrete intelligence information. Finally, the article proposes 

solutions under the existing legal framework. The article deals with the threat 

under international law, and does not analyze aspects of internal Israeli law 

that may arise, for instance, regarding the division of responsibility between 

the government and the private companies operating the platforms, for the 

security of the platforms.

The Legal Framework

The authority to deal with threats to offshore drilling platforms is derived 

from three branches of international law: the law of the sea, the law of self-

defense, and the law of naval warfare. 
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The Law of the Sea

The law of the sea broadly regulates the legal rights and duties of states at 

sea. These laws, which are partly based on old practices, are anchored today 

in customary international law4 and in a number of international treaties, the 

most important of which is the 1982 United Nations Convention on the Law 

of the Sea (UNCLOS).5 Israel is not a party to UNCLOS, but it is widely 

accepted that many of the rules set forth in the convention are customary 

rules binding on all states.6

The law of the sea establishes two basic principles relevant to the subject 
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considered subject to the sovereignty of the state in which it is registered 
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over its vessels. The second principle is freedom of navigation. Under this 

principle, vessels of all states enjoy complete freedom of movement on the 

high seas. A breach of freedom of navigation is only allowed under one of 

the exceptions recognized under international law. Violating freedom of 

navigation without the express authority of international law and without 
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needs. For example, due to such needs a state may wish to interdict a vessel 

on the high seas, or to restrict navigation in areas where its strategic assets 

– such as drilling platforms – are located. Beyond the legal duty to respect 

freedom of navigation, the principle is extremely important even from 

a utilitarian perspective. Erosion of this principle is liable to have grave 

strategic and economic consequences, especially for states such as Israel 

whose navigation routes are near states with hostile interests.

Based on these general principles, the law of the sea grants various rights 

to states, depending on the geographic area involved. Several maritime zones 

are relevant to this discussion.

The territorial sea of a state extends 12 nautical miles from its shores. 

A state has broad sovereign authority in its territorial sea, including the 

right to impose restrictions on navigation for reasons of security and safety. 

Nevertheless, a state is obligated to allow “innocent passage” of foreign 
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vessels through its territorial sea, meaning passage that “is not prejudicial 

to the peace, good order or security of the coastal state.”7

The exclusive economic zone (EEZ) of a state is the area adjacent to its 

territorial sea, extending to 200 miles from its shore. States with adjacent 

exclusive economic zones are required to delineate the borders of these areas 

through an agreement. In its EEZ, a state has the exclusive right to exploit the 

natural resources of the seabed, subsoil and waters, as well as the exclusive 
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state has the exclusive authority to establish and allow the establishment 

of drilling platforms for the production of oil and gas.
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research. Thus, for example, vessels and aircraft from all states enjoy freedom 
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the coastal state and other states shall have “due regard” for the rights of one 

another. When navigating in the EEZ of another state, a vessel is subject to the 
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rights of the coastal state in its EEZ, such as the exercise of enforcement 
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in July 2011 it deposited coordinates with the UN for the delimitation of 

the northern border of its EEZ, following an agreement between Israel and 

Cyprus on the delimitation of the EEZ in the area.8

Another maritime zone is the continental shelf. This area extends to 

the edge of the continental margin,9 or 200 nautical miles from the shore 

(whichever is greater). As with the EEZ (which in most cases overlaps this 

area), within its continental shelf, the coastal state enjoys exclusive authority 

to exploit the natural resources of the seabed and subsoil. Vessels and aircraft 
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with the EEZ, however, the rights within the continental shelf do not apply 
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EEZ is also valid for the continental shelf.

The high seas are a zone comprising all the maritime areas that are neither 

within an EEZ nor within the territorial sea of any state. In this region, all 
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The Law of Self-Defense 

The right to self-defense, enshrined in Article 51 of the UN Charter, allows 

a state to use force in response to an armed attack against it. This authority 

constitutes an exception to the general ban on the use of force between 

states, set forth in Article 2(4) of the UN Charter. Although the doctrine of 

self-defense traditionally dealt with force in response to an attack launched 

by a state, state practice over the past decades shows that the right of self- 

defense can also be used to justify a response to an armed attack launched 

by non-state actors, including terrorist organizations. Furthermore, although 

some assert that the authors of Article 51 intended to regulate the response 

of a state to an attack against it after the attack has already taken place, 

international law today seems to also recognize the right of a state to use 

force in order to prevent an anticipated attack against it.

The lawful use of force under the right of self-defense must satisfy three 

criteria: necessity, proportionality, and imminence. According to the necessity 

criterion, the use of means other than force to thwart an attack must be 

attempted, insofar as such measures are possible under the circumstances. 

Under proportionality,10 the force used should be limited to what is necessary 

under the circumstances to thwart the attack or prevent additional attacks. 

Finally, imminence applies to threats that have not yet been carried out. 

Under this criterion, force may be used only to foil an attack expected in 

the near future.11

The Law of Naval Warfare

The law of naval warfare regulates the rights and duties of states conducting 

&%>%2#!-("%.0!&)#0&#./(#1!&.(,.#! #%&#%"$(+#1!&701.=#?/()(#2%<)#+(>(2!-(+#

$%0&2'#0&#16).!$%"'#0&.("&%.0!&%2#2%<#%&+#%"(#&!.#-%".#! #%&'#! 410%2#50&+0&3#

international treaty. Many of the customary rules in this area, together with 

innovations and current trends, are gathered in the 1994 San Remo Manual 
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noted that while the law of naval warfare was developed largely in the 
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can be relied on as a source of authority for actions carried out by a state 
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restrictions on navigation that cannot be legally imposed during peacetime, 

and to use force against vessels that violate these rules. Since October 2000, 
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It seems fair to determine that Israel is also engaged in an ongoing armed 
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Confronting Concrete Threats

8)"%(2#/%)#(,.(&)0>(#%6./!"0.'#.!#+(%2#<0./#%#)1(&%"0!#0&#</01/#0.#0+(&.04()#

%#)-(1041#>())(2#./%.#0)#-2%&&0&3#%&#%..%1@#%3%0&).#0.)#+"0220&3#-2%. !"$)=#

J61/#0+(&.041%.0!&#0)#20@(2'#.!#5(#5%)(+#!&#-"0!"#0&.(2203(&1(#!"#+(.(1.0!&#

of a vessel’s hostile intent and the means of executing it (for example, 
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the proximity of the platforms). In such situations, under the law of the sea, 
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its authority over the vessel in order to thwart the attack. However, the legal 

solution to such threats, which ordinarily necessitate a quick response, lies 

mainly in the law of self-defense and the law of naval warfare.

According to the law of self-defense, Israel is entitled to use force against 
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it, Israel must determine that there is an intention to use the vessel for an 

attack on the platforms in the near future. In addition, Israel must employ 

means other than force to prevent the attack, insofar as such measures are 

possible in the circumstances at hand. One example of such a measure is an 

%--(%2#.!#./(#7%3#).%.(#!"#./(#).%.(# "!$#</!)(#-!".17 the vessel is bound to 

set sail, asking that state to exert its authority to foil the attack (for example, 

by preventing the vessel from leaving the port). If force is eventually used 

against the vessel, it must conform to the principle of proportionality. For 

example, the threat would preferably be removed by seizing the threatening 
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risk to the forces.

The law of naval warfare is likely to provide Israel with even more 

extensive authority with respect to a vessel belonging to a party with which 
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of naval warfare, a vessel bearing military characteristics and belonging to 

such a party will usually constitute a military objective.18 Israel is therefore 

entitled to attack such a vessel in order to remove the threat.
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As a rule, the use of force against a vessel, whether under self-defense law 

or under the law of naval warfare, should take place outside the territorial 
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a breach of their sovereignty. Additionally, a precondition for attacking a 

ship is the existence of reliable information about its involvement in hostile 

actions. Israel must also take steps to reduce the expected collateral damage 

to civilians or civilian objects caused by the attack, and refrain from attacking 

when the anticipated collateral damage is excessive in comparison with the 

military advantage expected from the attack.

Thus it appears that dealing with vessels when well-established information 

exists concerning their intention to attack drilling platforms does not involve 
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take action to remove such threats, based on the law of self-defense or the 

law of naval warfare. General threats, however, pose a far greater challenge.

The Principal Challenge: Defense against the General Threat

The routine protection of platforms from general threats that cannot be 

tied to a concrete vessel creates a substantial challenge, in part due to the 

restrictions imposed on the authority of the coastal state in its EEZ.

Creating Safety Zones around the Platforms under the Law of the Sea

The law of the sea grants a state the authority to establish “safety zones” 

around its drilling platforms located in the EEZ, and to employ “appropriate 

measures” to ensure the safety of the platform and the ships navigating in 
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the platforms against terrorist attacks lies in the breadth of the zones: as 

a rule, under Article 60(5) of UNCLOS, the width of such a safety zone 

cannot exceed 500 meters. This restriction greatly curtails the possibility of 

effectively dealing with terrorist threats against the platforms.

Both the authority to declare safety zones around platforms and the 
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Continental Shelf.19 Research into the process that led to the formulation of 

this treaty indicates that the choice of a 500-meter limit was quite arbitrary: 

this restriction was derived from the prevailing national standards at the 

.0$(# !"#./(#-"!.(1.0!&#! #2%&+S5%)(+#!02#+"0220&3# %1020.0()#%3%0&).#4"()=20 In 

other words, the drafters of the treaty were not thinking about the security 

risks involved in the operation of platforms in an area traversed by vessels 
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of varying speed and size, let alone the danger to drilling platforms posed 

by maritime terrorism – a threat that developed several decades after the 

treaty was formulated.

The question of the width of the safety zones surrounding the platforms 

was discussed during the negotiations on UNCLOS in the 1970s. Some 

states asserted that 500 meters was inadequate for dealing with the modern 

security risks facing the drilling platforms – mainly the fear that large, fast 

ships would collide with the platforms. These states proposed that rather 

than stipulate a maximum radius of 500 meters, the treaty should grant 

the coastal state discretion in determining the breadth of the safety zones, 

subject to reasonableness. However, concern that granting discretion in 

this matter would open the door to exploitation and in practice lead to the 

imposition of broad restrictions on freedom of navigation in EEZs led to 

the adoption of the 500-meter limit in UNCLOS as well.21 Nevertheless, 

in order to meet the concerns raised about the ability to prevent accidents 

using 500-meter safety zones, the treaty left the door open to setting larger 

safety zones, provided it was recommended22 by the International Maritime 

Organization (IMO).23

Since UNCLOS entered into force, a number of states have asked the 

IMO to approve safety zones wider than 500 meters. A key example is the 

submission by Brazil in 2007. As part of its request, Brazil demonstrated 

that routine loading and unloading of oil from drilling platforms (during 

which a tanker is connected to a platform) requires an operating space of 

1,400 meters. According to Brazil, a safety zone with a width of 1-2 nautical 
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the platforms.24 This request, however, like similar requests submitted to 

the IMO, was rejected by the organization under the general argument that 

the organization was not convinced of the need to establish broader safety 

zones.25

It appears that this decision was based on the same concern that prevented 

the expansion of the safety zones during the UNCLOS negotiations – fear 

of a loophole that would lead to the imposition of severe restrictions on 

freedom of navigation in EEZs. The IMO discussions on this issue dealt 

solely with the safety question. A request to the IMO to enlarge the safety 

zones for security reasons, such as prevention of terrorism, would likely 
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are, as a general rule, involved in deciding international issues of this type.
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It is clear that safety zones of only 500 meters do not provide the solution 

needed for the protection of drilling platforms against terrorist attacks, 

such as a collision with a boat mounted with explosives. To illustrate this 

problem, it should be borne in mind that a vessel traveling at 25 knots (about 

46 kilometers per hour) will cross such a safety zone within 40 seconds, 

leaving security personnel on the platform an extremely brief window of 

time, to say the least, within which to remove the threat. Furthermore, the 

weaponry currently possessed by terrorist organizations, such as anti-tank 

missiles,26 makes it possible to attack a platform from a distance of over 

500 meters without even penetrating the safety zone.

The law of the sea, therefore, does not provide an effective solution 

to the problem of terrorist threats to the platforms. With this in mind, the 

authority to restrict navigation in the proximity of platforms under the law 

of self-defense and the law of naval warfare must be considered.

Restrictions on Navigation in the Proximity of Platforms under the 
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information that its operators intend to attack the platform in the near future, 

proportionate force may be used to remove the threat. In reality, however, the 

security forces will not always have prior information of a vessel’s hostile 

intent. In order to prevent such attacks, it is therefore important to identify 

the threat as early as possible.

As will be demonstrated below, the law of self-defense and the law of 

naval warfare may allow the imposition of restrictions on navigation more 

than 500 meters away from the platforms in order to increase the response 

time and improve the ability to counter threats to the platforms. Measures of 

this type, however, can only be taken for short periods of time, and only in 

relatively extreme circumstances of hostilities or in the face of an imminent 

threat. In exercising authority of this type, operations in the territorial waters 

of neutral states should be avoided, and the effect of this activity on the 

freedom of navigation of foreign vessels should be reduced to the minimum. 

The fact that the exercise of this authority is liable to arouse international 

criticism on the grounds of excessive interference with the freedom of 
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navigation, even if exercised in compliance with the rules, should also be 

taken into account.

Warning of an expected attack on platforms

Self-defense law confers the authority to temporarily restrict navigation 

beyond the 500-meter range in a scenario where there is an established 

warning of an imminent attack against the platforms. These measures are 

aimed at making it possible to identify a hostile vessel at a relatively early 

stage, so that the attack can be thwarted.27 Such restrictions may, for example, 

take the form of a general ban on navigation within a range of a few miles 

from the platforms, making entry into the area conditional on compliance 

with a security check, and so on. Nevertheless, use of this authority requires 

satisfaction of the criteria applicable to actions in self-defense (discussed 

above).

First, the threat at hand must be imminent. Such restrictions can therefore 

only be imposed temporarily. Second, the restrictions imposed in the proximity 
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of necessity. For example, if it is possible to settle for making entry into the 

relevant area conditional on a security check, instead of preventing entry 

altogether, this should be preferred. Furthermore, before using force against 

a vessel suspected of violating the restrictions, security forces should exhaust 

the non-forceful means available to them, such as effective advance warning 

and warning shots into the air.

Third, the measures taken must be reasonably related to the threat they 

are designed to meet. For example, a state should limit the area in which 

restrictions are imposed to the essential minimum. Similarly, force used 
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and proportional in relation to the threat posed by the vessel. Finally, advance 

notice of restrictions of this type should be given to all the parties liable to 

be affected by them, including the states in the region, port authorities, and 

vessels traveling in the area.28

Another way of coping with a general warning regarding an expected 

attack on the platforms is through the authority to conduct a “visit and 

search” on suspicious vessels – an authority originating in the law of naval 

warfare. Israel may exercise this authority against a vessel when, for example, 

there are reasonable grounds for suspecting that it is operated by a party to 
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vessel is spotted it may be stopped for the purpose of conducting a search 

onboard. This authority may be exercised at a considerable distance from 

the platforms, provided this occurs outside the territorial waters of neutral 

states.29 If a suspicious vessel resists the implementation of this authority, 

reasonable force may be used in order to enforce compliance.

In essence this means that the more limited the measures that a state takes, 

in time and space, and the better founded and more imminent the threat they 

are designed to meet, the better the chances of proving that the imposition 

of restrictions and the degree of force used to enforce them are legal. In this 
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vessel in breach of the restrictions, if it turns out that it was not involved in 

hostile acts, should be taken into account. In such scenarios, the state would 

generally be required to prove to the international community that it had 

indeed perceived a real and imminent threat, and that the means employed 

met the requirements of necessity and proportionality. Proving such a claim 

0)#20@(2'#.!#5(#+0 4162.#30>(&#./(#1!$-201%.0!&)#0&>!2>(+#0&#"(>(%20&3#./(#

intelligence on which such warnings are typically based.
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The law of naval warfare provides a state with the power to impose additional 

restrictions on navigation in the proximity of drilling platforms. One option 

is to declare an “exclusion zone” – an area of the sea in which a party to an 
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necessity. Whether an authority to declare exclusion zones exists nowadays is 

a controversial matter among international legal scholars.30 Nevertheless, the 

San Remo Manual recognizes the legality of this measure “as an exceptional 

measure.”31#O11!"+0&3#.!#./(#;%&6%2*#%#-%".'#.!#%&#%"$(+#1!&701.#./%.#+(12%"()#

an exclusion zone is authorized to take enforcement actions against vessels 

that act in breach of the restrictions on navigation in the zone.32 A prominent 

example of the use of this authority is the UK’s declaration of a 200 nautical 
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the UK and Argentina in 1982. The international community’s response to 

this measure was rather mild.33

The declaration of an exclusion zone is subject to a number of conditions. 

First, the size of the zone, its location, duration, and the means of enforcement 

must be in reasonable proportion to the military necessity for which the 

zone is declared. Proportionate force may be used in order to enforce the 
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restrictions, yet unauthorized access in itself would not constitute grounds 
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commencement, duration, location, its dimensions, and the means used 

to enforce it. Third, safe access should be provided to the ports of neutral 

states. In addition, due regard must be given to the rights of these states, in 

particular freedom of navigation.

In any event, the legality of exclusion zones in international law is a 

controversial matter. Therefore, it appears that only circumstances of active 
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Aside from declaring exclusion zones, a state is also entitled to impose 

restrictions on navigation in a zone in which naval operations are taking 

place, i.e., an area of hostilities or one in which the belligerent forces are 

actually operating.34 Insofar as a vessel is in breach of these restrictions, 

proportionate force may be used to detain it, providing that the restrictions 

were not set arbitrarily. For example, to the extent that the Israel Defense 

Forces must carry out naval operations in the proximity of the platforms, 

restrictions may be imposed on navigation around them. In this context, 

operational activity designed to protect the drilling platforms against attack 

when hostilities are taking place may in itself justify the imposition of 

restrictions on navigation under this authority.35
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The bottom line

The law of naval warfare and the law of self-defense are likely to provide 

additional legal tools for protecting offshore platforms against terrorist 

attacks – but these tools are limited and are mainly practical for dealing with 

scenarios in which warning of an attack has been received or when actual 

hostilities affecting the vicinity of the platforms is ongoing or underway. 

These sources of authority do not provide a genuine solution for the routine 

task of guarding the platforms in the absence of such warning or of hostilities 

in the vicinity.

Possible Solutions

Israel is not the only state facing the challenge of protecting drilling platforms 

against terrorist attacks. A complete legal solution to this threat will require 

international cooperation in amending UNCLOS to enable the establishment 

of safety zones greater than 500 meters, or at least the formulation of IMO 
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recommendations that will permit the extension the safety zones. Since such 

solutions are not expected to be achieved in the foreseeable future, states such 
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considering their limited ability, under international law, to interfere with 

navigation in areas beyond a 500-meter radius from the platforms.
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tactics may be employed to assess the potential risk posed by vessels navigating 

in the vicinity of the platforms. One example is requesting information from 

vessels coming within a certain distance of the platforms.36 As part of this 

questioning, which may be conducted via radio from ships, aircraft, or the 

platforms themselves, the vessel would be asked to provide information 

that will make it possible to determine the potential level of threat that it 

poses. For example, this information may include the vessel’s port of origin 

and destination, ports it has recently visited, its planned course, the identity 

of its crew members, and so forth.37 The information provided during the 
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such as automatic systems installed on a vessel (for example, AIS and LRIT).38 
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state or the port and destination states, insofar as time allows. Based on the 

information obtained from the vessel or its willingness to cooperate with 

the questioning, the level of potential threat may be estimated, allowing 

security forces to determine whether the vessel’s activity requires special 

attention (e.g., tracking or a higher alert on the platform).

Similarly, a state may establish “warning zones” of several nautical miles 

around its platforms and issue a recommendation to vessels to refrain from 

entering those zones.39 A vessel that nevertheless enters a warning zone will 

be questioned along the lines described above.

A vessel’s refusal to comply with such warnings or its unwillingness 

to cooperate with questioning may not by itself constitute grounds for 

restricting its freedom of navigation. Assuming, however, that operators of 

civilian vessels would usually have no reason to refuse to cooperate with 

questioning, this method is likely to make it easier for a state to identify 

potential threats in advance.

The use of questioning methods and the establishment of warning zones 

may contribute to the ability to identify threats in the vicinity of offshore 

platforms. Nevertheless, without cooperation between states on the issue, 

the effectiveness of such means is liable to erode with time. A mechanism 
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for international cooperation in this context – for example, an international 

treaty obligating ships to provide the coastal state with information when 

approaching its drilling platforms – could upgrade the effectiveness of these 

means. Additionally, guidelines for rapid cooperation between the coastal 
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established in the framework of such a treaty. Such rapid cooperation may, 
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and search the noncompliant vessel. Promoting mechanisms of this type is 
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agreement on the extension of safety zones around drilling platforms.

Conclusion
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legal limitations on coastal state authority in the EEZ, where the platforms 

are located. 

When a state possesses well-founded information about a vessel’s intent 

to attack a drilling platform, it enjoys relatively broad authority to take 

action to remove the threat under the law of self-defense or the law of naval 
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intelligence information poses a far greater challenge. While the law of the 

sea gives a state the authority to restrict entry to safety zones surrounding 

the platforms, the maximum breadth of those zones is limited to 500 meters 

from the platform, a distance that does not allow security forces ample 

response time to remove threats.

The law of self-defense and the law of naval warfare may allow the 

imposition of restrictions on navigation beyond the 500-meter range for 

the purpose of increasing the response time and improving the ability to 

thwart threats to the platforms. The tools provided by these laws, however, 

are limited and are mainly suitable for addressing scenarios in which there 

is a warning about an imminent attack, or when actual hostilities are taking 

place in the vicinity of the platforms. These sources of authority do not 

provide a genuine solution to the routine task of securing the platforms in 

the absence of warning or naval operations in the area.

Israel is not the only state to encounter the challenge of protecting drilling 

platforms against terrorist attacks. A comprehensive legal solution to this 

threat will require international cooperation in amending UNCLOS to 
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enable the establishment of safety zones wider than 500 meters, or at least 

the formulation of IMO recommendations that broaden safety zones. Since 

such solutions are not expected to be achieved in the foreseeable future, 
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platforms considering their limited ability, under the law, to interfere with 

navigation in areas beyond a 500-meter range of the platforms.

The use of “soft” defensive tactics, such as questioning vessels in the 

proximity of the platforms and establishing “warning zones,” may contribute 

to the ability to spot threats in advance. Nevertheless, without cooperation 

between states, the effectiveness of these means is liable to erode with time. 
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effectiveness of these methods. While promoting mechanisms of this type is 
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obtain international agreement on the enlargement of safety zones surrounding 

offshore drilling platforms.
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